CSU San Marcos Degree Program Proposal 

PSM Cybersecurity

September 2014

1. Program Type (Please specify any from the list below that apply—delete the others)

· Self-Support
· Pilot
· New Program 

2. Program Identification

a. Campus

CSU San Marcos

b. Full and exact degree designation and title 

Master of Science in Cybersecurity

c. Date the Board of Trustees approved adding this program projection to the campus Academic Plan.

The proposed program is part of an overall CSU-wide Professional Science Master’s degree initiative and supported by the CSU Academic Senate (January 18-19, 2007). 

d. Term and academic year of intended implementation

Fall 2015

e. Name of the department(s), division, or other unit of the campus that would offer the proposed degree major program.  Please identify the unit that will have primary responsibility.

The program will be developed by the College of Science and Mathematics and administered through Extended Learning. 

f. Name, title, and rank of the individual(s) primarily responsible for drafting the proposed degree major program.
Dr. Rika Yoshii– Professor, CSM, Department of Computer Science and Information Systems

Dr. Yi Sun-Professor, COBA, Department of Management Information Systems

Sarah Villarreal – Associate Dean, Extended Learning

Jill Litschewski – Director of Science and Mathematics programs, Extended Learning 

g. Please specify whether this proposed program is subject to WASC Substantive Change review.

The Substantive Change Policies for changes requiring committee approval was reviewed, as well as Federal Regulations concerning substantive changes according to the WASC definitions. The proposed Master of Cybersecurity meets all policy definitions: therefore, special committee approval is not necessary.   

h. Optional: Proposed Classification of Instructional Programs (CIP) Code and CSU Degree Program Code 

Recommended CIP code: 11.1003

3.
Program Overview and Rationale

a. Rationale, including a brief description of the program, its purpose and strengths, fit with institutional mission, and a justification for offering the program at this time.  The rationale may explain the relationship among the program philosophy, design, target population, and any distinctive pedagogical methods.  (CPEC “Appropriateness to Institutional and Segmental Mission”)
The objective of the M.S in Cybersecurity is to train an expertly skilled workforce to fulfill the imminent needs of the emerging and evolving cybersecurity industry.  The program is designed to prepare those with strong background in computer science for management positions in cybersecurity. 
Why do we need this degree?

To manage cybersecurity related departments, the managers must be able to 1) communicate with and understand technical people, and 2) be able to make the right business-related decisions (such as choosing technology, bringing ideas to higher ups, and dealing with crisis).  San Diego has become a cybersecurity hub as more of the aging IT workforce retires, companies move their data to the Cloud, and the information technology advances. Local companies such as Intel and VIASAT have made it clear that the there is a ‘national skills gap”, finding it difficult to acquire a workforce knowledgeable in both cybersecurity and related business skills. In surveying local companies and current job descriptions, the M.S. in Cybersecurity will create skills sets to prepare the student for the following positions:  

· Manager of the Information Security Department

· Director of Risk Assessment and Compliance 

· Chief Information Security Officer 

· Director of IT Security 

· Project Manager of security related projects 


Why PSM?

The proposed M.S. in Cybersecurity is being submitted as a Pilot Program (see Appendix G). It will be a two-year, part-time, graduate program for working adults. The program curriculum is created as a Professional Science Master’s (PSM), which is a blend of technical courses and business courses with a capstone project. Nationally, there is an increased focus on graduate degree programs that combine both technical/science skills and business. This trend is reflected in the emergence of the Professional Science Masters (PSM) – the fastest growing segment of science graduate education. The PSM degree adeptly addresses the documented need for management-trained professionals “for technology-based companies, governmental agencies, and non-profit organizations” (NPSMA.org). Moreover, the California State University (CSU) system is encouraging campuses to develop PSM programs, given their ability to meet industry needs and prepare students for the workforce. The M.S. in Cybersecurity will become a designated PSM program – the first PSM in Cybersecurity in the Nation.    The CSU Commission on the Extended University approved funding for the development of this proposal.  Our grant proposal received high rankings and was subsequently recommended for funding by the review committee.  

Distinguishing Features:

The combination of technical science and business courses specifically addresses the cybersecurity community’s requests for educational programs designed to build advanced technical and business acumen.  Each course will emphasize the development of critical thinking and will use current case studies to expose students to real-world situations. The M.S. in Cybersecurity will also include a capstone project to provide students an opportunity to demonstrate meaningful and applied understanding. The capstone project will reinforce the link and synergy between the University and the cybersecurity community. The degree program will be a two-year, part-time, graduate program for working adults in a cohort style, with courses offered at times convenient for working professionals. 
Institutional Mission:

· The proposed program will benefit CSM and CoBA, and support their respective missions with regard to enhancing the strong linkages between students and the communities they serve. 

· The proposed program is aligned with the Colleges’ missions to push the boundaries of knowledge and discovery, provide rigorous and relevant educational programs that reflect a balance of theoretical and applied learning, and ensure students are prepared to be at the forefront of solving many of the critical challenges facing our rapidly evolving world.

· The proposed program will benefit the University as a whole due to its interdisciplinary nature – providing another demonstration of true inter-college/department collaboration. 

· The proposed program will support the University’s goals to participate in the overall CSU-wide Professional Science Master’s degree initiative. This initiative and the campuses involvement is supported by the CSU Academic Senate (January 18-19, 2007). 

· The proposed program is aligned with the University Mission in that it will be a “rigorous….graduate program distinguished by exemplary teaching, innovative curricula and the application of new technologies”. 

· The proposed program will prepare the student in an emerging economic market, providing “skills, competencies and experiences needed in a global society experiencing accelerated technological, social and environmental change”.
· The proposed program is aligned with the University Vision in that it is a “specialized program(s) responsive to state and region needs”, emphasizing the Professional Science Master’s blend of computer science and business.

Moreover, the M.S. in Cybersecurity will meet numerous objectives from the Commission on the Extended University:
· The proposed program will meet the economic and workforce needs for San Diego County, the state of California and the Nation by addressing the increasing regional/state/national needs for technical cybersecurity education. 

· The proposed program will prepare program participants for advanced careers (e.g., management) in the field.

· The proposed program will increase access to educational opportunities by serving broader constituencies

· The proposed program will provide personal and lifelong learning opportunities to professionals in the region. The California State University system has always been a strong and essential foundation to the training of the local skilled workforce. 

· Lastly, as a self-support program, the proposed program will generate additional revenues.

b. Proposed catalog description, including program description, degree requirements, and admission requirements.  For master’s degrees, please also include catalog copy describing the culminating experience requirement(s).

The official catalog copy is not expected to be included in the University Catalog since this pilot program will be a self-support program without state funds.  However, as an example and to help summarize the following Curriculum section, The catalog copy is found as Appendix A.
4. Curriculum 

a. Goals for the (1) program and (2) student learning outcomes.  Program goals are very broad statements about what the program is intended to achieve, including what kinds of graduates will be produced.  Student learning outcomes are more specific statements that are related to the program goals but that more narrowly identify what students will know and be able to do upon successful completion of the program.

The goal of the program is to prepare those with strong backgrounds in computer science for management positions in cybersecurity.  Examples of positions the graduates will hold are given in Section 3a. To achieve this goal, a combination of technical courses and business courses will be offered.

Program Student Learning Outcomes:

Students who graduate with a MS in Cybersecurity will be able to

1) Analyze an organization's critical information and assets, related to

a. Building a security schema and developing an infrastructure

b. Developing security practice methodologies to scrutinize threats and identify defenses within a constantly-changing environment


2) Exhibit management knowledge, skills, and behaviors, related to

a. Structuring team dynamics, project management, and response to change

b. Identifying economic and regulatory issues 

c. Analyzing risks and operationalizing security decisions

b. Plans for assessing program goals and student learning outcomes. Some planners find it helpful to develop matrices in which student learning outcomes and required courses are mapped, indicating where content related to the learning outcomes is introduced, reinforced, and practiced at an advanced level in required courses. (CPEC “Maintenance and Improvement of Quality”)
Student learning outcome matrix is found in Appendix B.  Outcomes will be introduced and reinforced across courses in different contexts, and finally, applied at an advanced level during the culminating experience. 
Each year at least one PSLO will be assessed in one core course. (See Appendix B1 for a comprehensive assessment plan.)
The Program Director will work with the program advisory committee and each instructor to design and administer “tests/projects/quizzes” to assess specific knowledge deemed essential to meet the program learning outcomes listed in Section 4a. 
Data will be analyzed by the Program Director and the instructor(s) and presented in a table format of percentages for each category.

Results will be shared with all instructors.

Results will be used to improve the program curriculum.

Special assessment of student preparedness and industry readiness will be completed during Internship I Semester-In-Residence capstone project by formal feedback from industry supervisors. These evaluations will be used by the Program Director to provide reports to the instructors, program advisory committee and university administration. 

In a PSM program, the best measure of program success can be obtained from the hiring managers and assessment of the graduate's career growth. We will institutionalize a formal inquiry and survey of general and specific outcomes.  During the infancy of the program, hiring managers will be surveyed after six months with a standard set of questions to determine the quality of the graduate in a number of areas and compared to expectations. Later, annual monitoring and the routine inquiry among companies and managers will become standard.  We will diligently track and follow our program graduates through time to enable access to graduates’ career progress, issues, supervisors and program supporters.

c. Total number of units required for the major.  
38 units:
· 21 units are from the required technical courses.

· 12 units are from the required business courses.

· 5 units are from culminating experience.

d. A list of all courses required for the major, specifying catalog number, title, units of credit, and prerequisites or co-requisites (ensuring that there are no “hidden” prerequisites that would drive the total units required to graduate beyond the total reported in 4c above).

See Appendix C for the description of the courses.  All courses are at the graduate level.
Six Required Technical Side Courses
Total: 21 units

MCS 510 Security in Computer Networks (3)                                                                              

MCS 511 Secure Features in Operating Systems  (3)                                                                    

MCS 512 Development of Secure Software  (4)                                                                         

MATH503 Cryptography_(3)

MCS 610 Offensive Security and Penetration Testing  (4)                                                

MCS 611 Intrusion Detection and Investigation (4)                                                                         

Five Required Business Side Courses Total: 12 units

MGMT 521 Principles of Organizational Behavior and Leadership for Security Management (2)
MIS 522 Information Systems and Security Management (2)
MIS 621 Secure System Governance, Regulation, and Compliance (3)

MIS 622 Technology Assessment and Security Risk Management  
MCS 660 Communication in a Technical Industry (2)

Culminating Experience Total 5 units

MCS 680A Semester in Residence Project Writing Workshop (1)

MCS 680B Internship/Semester in Residence/Project (4)

e. List of elective courses that can be used to satisfy requirements for the major, specifying catalog number, title, units of credit, and prerequisites or co-requisites.  Include proposed catalog descriptions of all new courses.  For graduate program proposals, identify whether each course is a graduate or undergraduate offering.

See Appendix C.  There is only one alternative course (MCS697) that can be taken in place of a required course.  The Program Director must authorize substitution of the alternative course for a required course.
f. List of any new courses that are: (1) needed to initiate the program and (2) needed during the first two years after implementation.  Only include proposed catalog descriptions for new courses.  For graduate program proposals, identify whether each course is a graduate-level or undergraduate-level offering.

All courses are at the graduate level and all courses are new.  C-forms are submitted.
g. Attach a proposed course-offering plan for the first three years of program implementation, indicating, where possible, likely faculty teaching assignments.

See Appendix C2.
j. For master’s degree proposals, include evidence that program requirements conform to the minimum requirements for the culminating experience, as specified in Section 40510 of Title 5 of the California Code of Regulations.

All students will enroll in MCS680 Internship/Semester in Residence to complete and defend a culminating experience project.  The same approach has been used for another PSM program in Biotechnology.

k. Admission criteria, including prerequisite coursework.

Admission requirement and application include the general admission to graduate studies at CSUSM.  Program specific admission considerations are similar to those for the Master of Computer Science, and are as follows:

· Admission decisions will be made by the Admission Committee chosen by the Program Director in consultation with its faculty

· Admission decisions will be based on 1) undergraduate courses and GPA, 2) GRE scores, 3) TOEFL for international students, and 4) the statement of purpose and recommendation letters.  Those not meeting the minimum GPA, GRE or TOEFL should not apply

· Admission to the program requires an undergraduate degree including upper-division courses in operating systems, networks and software engineering. Applicants with a baccalaureate degree in a related field with a minor or equivalent work/certification experiences may be considered for conditional admission.

· Admission requires a minimum of 3.0 grade point average in the upper-division computer science courses and at least a 2.5 undergraduate GPA in the last 60 semester units (or last 90 quarter units) attempted.
· All applicants must submit general GRE scores when applying. Minimum GRE scores required are:

· Verbal 143 
· Quantitative 155 
· Analytical Writing 3.5 (this will also satisfy the Graduate Writing Assessment Requirement).

· All applicants must have a TOEFL score of 80 iBT or above (213 on the computer-based examination, 550 paper-based), or an IELTS score of 6.0, unless they possess a bachelors degree from a post-secondary institution where English was the principal language of instruction. 

Applicants must submit:
· The program application form.

· The statement of purpose outlining the reason or pursuing the degree.

· GRE scores.

· TOEFL score if required.

· One set of transcripts from all colleges/universities attended.

· Two recommendation letters on a provided form.

l.
Criteria for student continuation in the program.

· No course with a final grade below C (2.0) can be counted toward the MS degree. If the GPA falls below 3.0 for two consecutive semesters, the student will be dropped from this program.

· A full-time student should be enrolled in the predetermined course schedule and credit hours each semester for the program.

· The student must file a leave of absence form if she will not be enrolled in any class for a semester or longer.  
5. Need for the Proposed Degree Major Program  
(CPEC “Societal Need,” “Number of Existing Programs in the Field,” and “Advancement of the Field”)

a. 
List of other California State University campuses currently offering or projecting the proposed degree major program; list of neighboring institutions, public and private, currently offering the proposed degree major program.
 

Currently, there are no schools in the CSU offering a Master of Science in Cybersecurity. In addition, there are no schools in the CSU offering a Master of Science in Cybersecurity, affiliated with the National Professional Science Masters Association. 

The most closely related programs within the CSU system would be CSU San Bernardino which offers an MBA with a concentration in Cybersecurity and San Diego State University which offers Master of Science in Homeland Security. 

A list of neighboring institutions that offer similar programs would be as follows: 

· National University

Master of Science in Cybersecurity and Information Assurance

· University of Southern California
Master of Cybersecurity

b.
Differences between the proposed program and programs listed in Section 5a above.

The degree programs listed above have some similarities to the proposed Master of Science in Cybersecurity but are considerably different, overall. The proposed Master of Science in Cybersecurity is distinct in that: 

· The program is part-time with evening classes, focuses on working individuals and can be completed in 18 months. The CSU San Bernardino MBA with a concentration in Cybersecurity will take a minimum of 24 months to complete. 

· The program has a unique Semester-in-Residence Internship component, which requires the student to complete a capstone project within the Cybersecurity Industry. An industry-based capstone project and presentation is not a required part of the above programs.  

· The program is cohort design, ensuring the availability of the required courses and the collaborative strength of the student experience obtained from the cohort design. 

· The program is interdisciplinary, incorporating computer science, business and communications courses. Several of the programs above are not an interdisciplinary degree.   

· The program offers unique, industry-specific courses created in collaboration with the CSUSM faculty and the Cybersecurity industry. 

· The program has a Faculty and Industry Advisory Board to ensure that the courses are relevant to the evolving Cybersecurity sector, both locally and nationally.  

· The program will have an affiliation with the National Professional Science Masters Association. 

c. 
List of other curricula currently offered by the campus that are closely related to the proposed program.

None. Although, the Bachelor’s in Computer Science may be a feeder for the Master of Science in Cybersecurity. 

d.
Community participation, if any, in the planning process.  This may include prospective employers of graduates. 

The Master of Science in Cybersecurity has had tremendous support from the Cybersecurity and related industries since its conception. Companies that have participated in initial focus groups have been Northrop Grumman, ViaSat, Sentek Global, ESET, Trusteer- an IBM Company, VMware, General Dynamics, CyberHive San Diego, SONY, Analytics Ventures and the San Diego Regional Economic Development Center. 

e.
Applicable workforce demand projections and other relevant data.

The field of cybersecurity is new and rapidly developing. Open job listings for cybersecurity positions throughout the nation rose 73 percent in the five years through 2012 – that’s 3.5 times faster than postings for computer jobs as a whole, according to Boston-based Burning Glass, a premier labor market analytics firm. Furthermore, the data show employers are reposting their positions, suggesting that there are not enough qualified professionals to fill the vacancies. There were 64,383 jobs related to cybersecurity listed for the twelve months through April, about 3 percent of all information technology positions, according to the company. San Diego labor statistics reflect an above average increase, 12.3 percent annually, in cybersecurity related jobs projected for 2013-2020.

San Diego has been positioned as a Cybersecurity hub and has launched a number of collaborative initiatives to support the growth of the hub including the Securing our eCity program, Stop Think Connect campaign, and the Cyber Hive collaboration. Moreover, San Diego is home to one of the largest military clusters in the United States and home to several large communications companies including Qualcomm and ViaSat. 

Given this regional focus on cybersecurity, CSUSM brought together cybersecurity industry leaders for a focus group with the intent of confirming the need for a master’s degree program and informing curriculum and structure decisions. This initial meeting did result, as expected, in a confirmation of the need, relevance and applicability of the proposed Master of Science in Cybersecurity and identified prominent San Diego sectors for which this program would be particularly valuable including the military, gaming, banking, biotechnology and communications. 

f.
If the program was proposed to meet society’s need for the advancement of knowledge, please specify the need and explain how the program meets that need.15  
Please see Section 5e above. 
Note: Data Sources for Demonstrating Evidence of Need  

APP Resources Web http://www.calstate.edu/app/resources.shtml 

US Department of Labor, Bureau of Labor Statistics
California Labor Market Information
Labor Forecast
6. Student Demand (CPEC “Student Demand”)
a.
Compelling evidence of student interest in enrolling in the proposed program.  Types of evidence vary and may include national, statewide, and professional employment forecasts and surveys; petitions; lists of related associate degree programs at feeder community colleges; reports from community college transfer centers; and enrollments from feeder baccalaureate programs, for example.
  

The number of current providers of the Master in Cybersecurity is reasonably small on both a national and local level. However, interest in the degree is reflected in the National data showing a 488% increase from 2005-2010 in Masters in Cybersecurity degree conferrals. The strongest feeder of this program will come from the existing San Diego-based company employees, currently working in the industry and in search of a higher degree for career advancement or department transition. There are currently more than 417 undergraduates in Computer Science since Computer Science is one of the fastest growing major on our campus. However, this program will serve a different audience, working professionals, as discussed above, providing a combination of technical and business training.

The Professional Science Masters-type degrees are growing at a rapid rate. To date, there are “more than 300 programs at 127 Universities with more than 5,000 graduates nationwide.”(NPSMA website) The CSU system has been very supportive of the Professional Science Master’s degree, which currently has 22 programs over 17 campuses with 700 graduates. 

b.
Issues of access considered when planning this program.

As the proposed program was planned, it was determined that the cohort model with classes in the evenings would provide the best access to all students by providing the opportunity for guaranteed predetermined class schedule to complete the program on-time and the ability to work, if needed. 

The Master of Science in Cybersecurity will be financial aid eligible and most companies offer tuition reimbursement for the working student. 

c.
For master’s degree proposals, the number of declared undergraduate majors and the degree production over the preceding three years for the corresponding baccalaureate program, if there is one.

There were 417 enrolled undergraduates and 32 masters students in Computer Science in Spring 2014, and a total of 192 students who have received their undergraduate or masters degree in Computer Science since Spring 2010.  Computer Science in general is one of the fastest growing major on our campus. However, this program will serve a different audience, working professionals, as discussed above, providing a combination of technical and business training.

d.
Professional uses of the proposed degree program.

 San Diego has become a cybersecurity hub as more of the aging IT workforce retires, companies move their data to the Cloud and the information technology advances. Local companies such as Intel and ViaSat have made it clear that the there is a ‘national skills gap”, finding it difficult to acquire a workforce knowledgeable in both cybersecurity and related business skills. As cyber attacks affect all industry sectors, CSUSM has also been approached by several companies in the San Diego area requesting cybersecurity training for their existing personnel from industries such as banking, healthcare and telecommunications. This degree will also serve the prominent military presence in San Diego in both the government and private sectors. The curriculum will build on the existing knowledge base of both active personnel looking to advance their skills as well as retiring veteran populations looking to transition to the civilian workforce.  

e.
The expected number of majors in the year of initiation and three years and five years thereafter.  The expected number of graduates in the year of initiation, and three years and five years thereafter.

We expect an initial cohort of 25 students into the Master of Science in Cybersecurity. We expect sufficient demand to accept 25 students per cohort each year through year five. 

As the program is 5 semesters in length, we will have no graduates in the first year. We expect to graduate 25 students each year in spring, starting in year two with 100 cumulative graduates by the end of year 5.  

7. 
Existing Support Resources 
a.   Faculty who would teach in the program, indicating rank, appointment status, highest degree earned, date and field of highest degr     ee, professional experience, and affiliations with other campus programs.  For master’s degrees, include faculty publications or curriculum vitae.
· Dr. Nahid Madj, Ph.D., Computer Science, College of Science and Mathematics, FT

· Thomas Springer, Computer Science, College of Science and Mathematics, PT

· Dr. Shahed Sharif, Ph.D., Mathematics, College of Science and Mathematics, FT 

· Dr. Yi Sun, Ph.D., MIS, College of Business Administration, FT

· Dr. Jeff Kohles, Ph.D., MGMT, College of Business Administration, FT

· Dr. Fang Fang, Ph.D., MIS, College of Business Administration, FT

· Terri Metzger, MA, Communication, College of Health and Human Behavior Sciences, FT

· Teresa Macklin, B.S., J.D. Associate Dean, IITS, FT

Faculty selected to teach in the program will be subject to background and security checks given the potential contact with employees from defense industry and military who are subject to DSS (Department of Security Services)  reporting. The program will be owned by the CSM but will be financially supported and implemented through Extended Learning..  

We have a high concentration of Cybersecurity industry in our region that can provide internships, speakers and advice. The program will also rely on the industry experts as lecturer faculty to enhance the curriculum. 

Course development, as well as Marketing/outreach costs will be funded by Extended Learning, as is typical for self-support programs.  Tuition supports the entire cost of the program.  

b.    Space and facilities that would be used in support of the proposed program.  

No additional space will be required for this program.  The space and facilities for the courses will utilize currently available classrooms and laboratories.  Courses will be offered at times convenient for working professionals, and thus, the program needs will not impact the state-side need for rooms. The program will be administered and supported through Extended Learning.
c.
A report provided by the campus Library, detailing resources available to support the program (discussion of subject areas, volume counts, periodical holdings, etc. are appropriate).


See Appendix D. Memo from the Library.
d.
Existing academic technology, equipment, and other specialized materials currently available.

See Appendix E. Memo from IITS.
8. 
Additional Support Resources Required

(CPEC “Total Costs of the Program”)
Note:  If additional support resources will be needed to implement and maintain the program, a statement by the responsible administrator(s) should be attached to the proposal assuring that such resources will be provided.

a. Any special characteristics of the additional faculty or staff support positions needed to implement the proposed program.

The program anticipates hiring a Program Director with experience in the cybersecurity field. The Program Director will bring industry expertise to the program and will have opportunity to teach in the PSM Program. Funding for this position has been included in the Extended Learning Master of Science in Cybersecurity program budget.   A position description, pending approval, will be posted in late spring 2015, with an anticipated start date for the Program Director of July 1, 2015. The Program Director will be subject to background and security checks given the potential contact with employees from defense industry and military who are subject to DSS reporting. 

Instructional support in the form of personnel and/or infrastructure is required because, before and after every class, a dedicated network, separate from the campus environment, needs to be established, programmed to mimic real world scenarios for students, and then broken down. The cost for this additional instructional support will be covered in the program budget.    

b. The amount of additional lecture and/or laboratory space required to initiate and to sustain the program over the next five years.  Indicate any additional special facilities that will be required.  If the space is under construction, what is the projected occupancy date?  If the space is planned, indicate campus-wide priority of the facility, capital outlay program priority, and projected date of occupancy.

The program plans on using the existing classrooms and laboratories. However, we understand that computer classrooms are impacted. As the courses will be held in the evening, we plan to work with campus to schedule the courses in the most efficient way possible. 
c. A report written in consultation with the campus librarian, indicating any additional library resources needed.  Indicate the commitment of the campus either to purchase or borrow through interlibrary loan these additional resources.
 
See Appendix D. Memo from the Library. Any costs identified by the attached memo, is built into the Extended Learning  program budget. 
d. Additional academic technology, equipment, or specialized materials that will be (1) needed to implement the program and (2) needed during the first two years after initiation.  Indicate the source of funds and priority to secure these resource needs.

See Appendix E. Memo from IITS.
Costs for additional technology and equipment for the computer labs, identified by the attached memo from IITS, is built into the Extended Learning  program budget.   The following table summarizes the equipment needs for the courses.
	Semester
	 
	 
Course Title
	No. of Units
	Lab
	Server
	Firewall
	Software

	Fall 2015
	MATH503
	Cryptography
	3
	ICL
	 
	 
	Crypto?  

	Spr 2016
	MCS510
	Security in Computer Networks
	3
	Unique
	Yes, VMs
	Yes
	 

	Spr 2016
	MCS511
	Secure Features in Operation Systems
	3
	ICL
	Y?[1] VMs
	No
	None

	Sum 2016
	MCS512
	Development of Secure Software
	4
	ICL
	VM, Linux
	 
	 

	Fall 2016
	MCS610
	Offensive Security & Penetration Testing
	4
	ICL
	Mult VMs environment
	Yes
	Campus license

	Spr 2017
	MCS611
	Intrusion Detection and Investigation
	4
	Unique
	Local VMs or servers
	Yes
	Open source network tools


 

IITS is offering to incorporate into their existing academic lab model the other “infrastructure”/software costs such as linux licenses, VMware, etc).

See  Appendix F. 5 Year Rolling Budget for Extended Learning that summarizes all the costs mentioned in this section.

� The “campus Academic Plan” is called the University Academic Master Plan (UAMP) at CSU San Marcos. Contact Academic Programs for this date.


� Generally this refers to a degree offered at a new level (e.g., a doctorate). To be certain that a WASC Substantive Change review is not necessary, contact the Associate Vice President for Planning and Accreditation.


� Contact Academic Programs for assistance in proposing CIP and Program (formerly HEGIS) codes.


� Use the format found in the most recent General Catalog.


� Complete the Student Learning Outcomes Table. The template for this table may be downloaded from (http://www.csusm.edu/academic_programs/Curriculum_Forms/New_Forms/Table_II_for_New_Programs.xls). Provide an initial assessment plan for the program. This plan will be the basis for the annual assessment reports that will begin upon implementation of the program. The data collected via these assessments will be the basis of the first program review (generally scheduled five years after program implementation). Contact Academic Programs for sample tables from other program proposals. 


� Contact Graduate Studies for assistance in making certain that the program conforms to CSU requirements for a master’s program.


� This item generally applies to graduate programs and self-support programs. For assistance, contact Graduate Studies for the first situation, and Extended Learning for the second. For an undergraduate, state-support program for which admission criteria are desired, contact Academic Programs to discuss this matter.


� This item generally only applies to programs with admission criteria (item 4k). For undergraduate programs, the criteria should be that the student remain on good academic standing (i.e., not be subject to Academic Disqualification). For assistance with this item, contact Graduate Studies, Extended Learning or Academic Programs as in item 4k.


� Contact Academic Programs for a list of other CSU campuses offering related programs.


� One source of data, in addition to those provided at the end of section 5, is the San Diego Association of Governments website: � HYPERLINK "http://www.sandag.cog.ca.us" ��http://www.sandag.cog.ca.us� 


� Contact Enrollment Management Services to obtain numbers of students with declared majors, options/concentrations/emphases/tracks/etc., and minors.  Contact Academic Programs to obtain enrollment histories in specific courses. Surveys of potential employers might show the need for the proposed program. Please explain if there are discrepancies between national/statewide/professional manpower surveys and local findings. Contact the Career Center for assistance in completing this section.


� Contact Enrollment Management Services for these data.


� Contact Academic Programs for assistance in estimating the number of majors and graduates.


� Contact the Library for this report.


� Contact Instructional and Information Technology Services (IITS) for a report addressing information technology and academic computing resources available to support the program. Programs currently possessing additional equipment and specialized material not addressed in the IITS report should include these here.


� Include additional faculty lines needed to support the course offerings indicated in 4.i and 4.o. Indicate whether any external funds are expected to support faculty lines.


� Contact Planning, Design and Construction for assistance in answering questions about space that is under construction or being planned. Indicate whether any external funds are expected to support construction of facilities.


� This should follow directly from the Library report in 7.c.


� Information technology and academic computing needs should follow directly from the IITS report in 7.d. Additional specialized equipment and materials that will be needed should be addressed here.
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