
What is an Information Security Program? 

An organized effort across all domains (physical, logical, procedural) to 
provide appropriate levels of confidentiality, integrity, availability, and 
accountability for information regardless of format or representation. 
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Information Security Program Cycle 

r+ [ Strategy l ~ 
l Reme·diation J [ Policy l 

t l 
[ Monitoring l [ Awa,..neas l 

t.. [ Implementation l 
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The Elements 

• Objectives - what needs to be pwtected and wtl y [ Sltalljjy l • Roles and Responsibilities 

• Structure - centralized or d ecentrali zed 

• Policy ­ h1gh level statements [ Polley l • Standards ­ specific g ui dance 

• Procedures- ste p by step 1n struc1tons 

• Gui deli nes- best pract1ce recom mendatiOns 

• Orientati ons 

[ Awa,..n••• l • Training 

• Reminders 

• Forums, Working Groups, Wikis 
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The Elements (cont)
t-- ­

• Administrative Controls - procedures and proce sses 

• Technical Controls - firewa ll s, permiSStons, In trusion detection, etc. 

• Physical Controls - barnE>rs limrtrngcontact wrth protected resourCE>s 

• Asset Management 

Monitoring 


• Change Control 

• Network Monitoring 

• Self Assessments 

• Inciden t Response 
Remediation 

• Ri sk Management 

• Self Assessments 

• Componsating Controls 
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Proposed Changes To Campus Practices 
1-- ­

All IT -related audit submissions approved by ISO 
Periodic review of department aocess lists and practices by ISO 
IT security assessments required for some organizations 
Many former 'practices' documented as procedure 
IT security governance structure strengthened 
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Information Security Program -Touches Everyone 

Studems J...":'j Faculty ~•Pnvar,y acl<nowooo e<f ~ 
· P'I'Ottc:UMSI)"'\'OOOd 

$! 
 • RUes of th e Road •dentrliecl · Acad emiC Freed om a ckn tl"'vledged 

• ConSis.tency <n el¢1ea:abons • Prolectton of te!'.ea rch .,nhanr.oo 

· Not $el. 1n ea:one: .,.,, conllrlue to eVOlve 
• ConSI$tenC')' 1n C iq»CCDtron.S 

VisitOr'S mo Still ha-.-e a ccess to informa~oo The California State University 
o Few not~Ceatie mpac~ 

• PfiY'3¢Vmoro dc~uly ~<Jaf0$SOO 

~Auxiliaries 
Administration l!!Jii!i!l 

and Staff 
o Pa n of the rntegrated approach 

o Respoosrbtt!H ldentlfll'!d 

• A. SU!UII M ble ptOQfM'IIS ~biiSI'lCd M d a b ar fS Set 
• lmplementanon freedom preserved 

o EffictenCie) g.a1ned from E!..JUI081tng gues~rk 
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Student Affairs Impact · Examples 

• Data Classiftcation (Standard 15) 
• StudentAffairs will be required to identify applications and systems which access or store 

protected data. 
• Some data may nat be sent unless encrypted 
• Annual reviews of securitypermissions & practices. 
• Approval requrred to create "shadow·systems. 

• Mobile Devices (Standards 12.2 &12.3) 
• No protected data store on mobile devices unless encrypted/protected. (laptops, data phones, 

memory sticks) 

• Info Security Awareness (Standard 10) 
• Required and tracked for every employee 

• ProcurementiContracts (Standards 6, 11) 
• Risk management process prior to procuringnew systems 
• Third partycontract changes 

• Personnel (Standard 8) 
• l=xitoraecessmusl include secudna data and acce~s. 
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Project Background 

• Timeline 
• September 2007 - ProJect Begins 
• October2008 - Draft Policy at>d Standards Produced 
•· ~Spong 2009 1nltiate Executive Order C«>rdmauon 

• From the RFP 
• The pro)eCI proposal is to develop viable systerr>wide information securitypolicies and standards for the 

CSUSy; tem. 
• Th1sInformation s~urltypolicy prOJect wtll 

• pro.,de means of furttlenng information secuntyeducabon. 
• idenbty ~ureworking habits for mdiVidualsand enbbes that deal with CSU info rmation assets. 

• pos~ion the UmverStty to be in compliance wrth privacyand secunty regulations 

• Dellverables 
• Systerr>Wide Security Policies 
• Systerr>Wide Security Standards 
• CommunicationMatenals 
• Sample ImplementationS1rategies 
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Policy Objectives 

• The CSUis committed to: 
• the ideals of academic freedomand freedom of expression. 
• protecting the confidentiality, integrity, and availability of information assets 

entrosted to tile Unrverstty 

Adelicate balancing act. 

~ 
Policy: Apolicy is abroad statement of principles that presents management's position 

tor a defined sub1ect 
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Standards and Samples 

Standard: A standard provides more specific guidance on a particular topic. These have been 
written as standalone documents so that they can be more easily incorporated into 
legal agreements where third parties are providir11J sesvices. 

Sample (Remote Access) 

• Polley- Campuses must develop procedures that prevent unauthorized remote access to 
critical information systems or protected data, while ensuring that authorized users have 
appropriate remoteaccess. 

Standard - All remote access to non-public campus information systems, data, and network 
resources must be authenticated and authorized. 

·-OWN..., ..,_..,..,..,_..~_.,.... _.. 
~·-~,..,.,, 

~ C H ZMHIU.-

Security Program Components 

- P rooocedattheSy:;temle\•el 

P1odu ced at tl'le Can-Ou$ LW& 
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Topics Addressed by Policy and Standards lnfonnation Security Roles and Responsibilities 

• Key Policy Concepts - Everyone (execulives. rranagers facuny, studeniS. and S1aff) IS 
resoonsi:lle for ~tforma;;on secunry 'nclud.ng: 

• !he pmacyof oersona'ly identrtiabe infomnalion(PII). 

• !he 11legnty of data stored. 

• !he ma~ttenanceof applcatlons 1nstalled on CSU 10lormalion systems 

• the availability of intormation. 

• compliancew.th appricable local. state, federal. and rnternattonal laws and regulatiOns 
tnclud ng intellectual property al'ld oopynght 

• Key Standards 

• Campus President - establishes campus program 

• Campus Chtef Information Officer 

• Information Security Officer 
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• 	 lnloonaOOn Secunly Roles and 
Responsbl•l'l!S 

• RrSk llanagement 
• Responst.le Use 

• Personnel Secunty 
• Pnvacy 

• Secunty Awareness and Training 

• 	Third Party Services Secunty 

• Information Technology Security 

• 	Configurallon Management and 
Chango Control 
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• Access Conlrol 
• Asset Wanagement 

M;magementollnfOII':latJOn Systems 
Information Security Incident Wanagement 

• Physcal Secunty 

• Business Contlnmty and Otsaster Recovert 
• Legal and Regulatort Complillnce 

Possible Campus Rollout Activities 

• Rllspo~d to speafic document requests by ISO 

• Develop new internal processes to meet neN requitements 

• Engage 'n development process for rnplementilg new poliCies & standards 

• EstaWSh drVISOO nasponsitifity lof annual reporls and 11temal secunty aul ts (~~otlh 'SO) 

Sources for Additional Information 

• CampusCIO 
• Vta,ne Veres 
• veres@cwsm edu 
• 160-1504785 

• CampusiSO 
• T~al.lackr.n 

maekfll@csusm edu 
• 160·750-4787 

• Senior Director for Information Security Management, Chancellor's Office 
> Che¥ WaShingtOn 
• CW9Sh/119fon@ca/state edu 
• 562·951·4190 
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COAS Budget R eduction 

F Y 08 to FY 09 


FY 08 Total Need (P+F) 
7.5% proposed reduction 

Projected Budget based on 7.5% reduction 
Student fees allocated to COAS (June) 
Additional allocation per Haynes/Cutrer (Sept) 

Difference between 08 and 09 (3.7%) 

19,388,056 
1,454J04 

17,933,952 
600,000 
135.000 

18,668,952 	(centra/lyfimded salary Increases of 
@ $500,00 added to this figure .for 
final budget figure of $19,158,945) 

719, 104 
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Base Budget Review - Department Detail 

Fiscal Year 2008/09 

LS_u_b_d_i_v_is_io_n_,_(C_o_l_le-=g'-e'-/U_n_i t_N...:._a_m_e.:.):____________________.LD:..e.:cp~a::..:r..:t.:..:m.:..:e:..:.n.:..:t..:I.::.D..:...:________ __ Department 10 Descriptio~~: ·----------­1 

lA. 

A<ct 

Salaries and Wages 
- ­ ----o:- .-- ­

PS CFString 
Perm Benefit Fiscal Benefit 

Employee PermSalory Contribution Fiscal SaiJry <.unlribtttian f1>cul ~ulat y 

Fund Dept Pgr Closs Prof Name Job Classification Title FTE PBB PBB F\'8 F\'8 Saving> FSS Comments 

- ­ - - ­ ---­ -­ -
---- ­ - --~ - ­ -·­

--- ­ -· --- ­
----- ­

- -- ­ --­ · 
----- - ­ --·-­ --­

-- ­ - - ­ ---- ­
- -- ­ - ­

·­ ----- ­
---- ­ ---- ­ -·--­

------· -
-­

---··---- ­ -- ­ - ­ - -- ­ - ­
- ----------- ­ -

Totals 0.0 0 0 0 0 0--- ­

-

-- ----------· 
lB. 

Acct 

c. 

Acct 

Operating Expenses - ­ -­ -------­ ---
PSCFString Perm OE&E FiscaiOE&E 07/08 

Fund Dept Pgr Closs Pro/ Description FTE PBB FYB Actuals Oo/01~ Ct.nrlnh.nts -·­ ------ ­ -
- - -----· - - ­ ------- ­
---- ­ - ­ - ­

------- ­

---- ­ - ­
--

Totals 0.0 0 0 0 ___g_ 

Funding Sources Available for Offsets to Operational Expenses Listed Above (e.g., Foundation Reimbursements, Chargebacks, Cost Recovery, Transfers In, etc.) 

Fund Funding Source 

Totals 

Fiscal Offset 

FOF 

0 

Purpose Comments 
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